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Domain security measures: questions for candidate enterprise class registrars 

Q: Can you help my organization with a domain asset risk assessment?  
A: 
 
Q: Can you help us identify and maintain provenance documentation for our domain names? 
A: 
 
Q: What measures do you implement to protect my domain account from compromise or 
misuse? 
A: 
 
Q: What registrar and registry locks do you use to protect my domain account?  
A: 
 
Q: Can you help us to incorporate your notification and escalation processes into our domain 
administration and incident response workflows? 
A: 
 
Q: Can you help us implement DNSSEC signing? Key management? 
A: 
 
Q: What measures to you adopt to mitigate human error?  
A: 
 
Q: What forms of routinely auditing do you provide to ensure that our DNS records 
registration data, and billing data are accurate, up to date, and protected against disclosure or 
modification?   
A: 
 
Q: Can you help us implement digital certificate security measures? 
A: 
 
Q: Can you help us implement email authentication and integrity? 
A: 
 
Q: Can you help us implement measures to identify and mitigate third party domain threats 
against our brands?   
A: 
 

 


